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- DNS Server

- Internet Information Services (lIS)

PP MR =l =S R

- Windows 1277

DI A=-IN=03 27U

- Windows Defender

- Desired State Configuration (DSC)
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E' Nano Server Image Builder

Create a new image or bootable USB

Select scenario () Create a new Nano Serve

Create a new Nano Server i

You will need the following inf

* Know the location g
own image (such as

* Know the name of t|

* Have drivers locate

() Create bootable USB med
Create a bootable USB flash
You will need the following:

* A previously create
* A USB flash drive th

* A physical machine

E' Nano Server Image Builder

Select optional packages

Select scenario

Before you begin
Create new image
License

Deployment type

Basic configuration

Drivers

Destination machine

Select one or more packages to a
and features.

* Mano Server edition

Windows Server 2016 Datacenter
support for shielded VMs, volume
2016 Standard is for non-virtualiz

Datacenter o

Optional packages
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|E| Nano Server Image Builder

Create Nano image

Create image

The creation of the Nano Server image succeeded. You can close the wizard.

o Finished

Job success

Elapsed time: 03:15

%= T LELE. 071 C\Users\administrator. CONTOSO\AppData\Local\Temp\NanoServerimageBuilder\Logs

\2016-10-14 12-52 [Z&UET

The final Nano Server image is located at C:\Users\administrator. CONTOSC\Desktop\nano.vhd.

Nano Server image creation PowerShell command

MNew-NanoServerimage -MediaPath 'E\’ -Edition 'Datacenter’ -DeploymentType Guest -TargetPath 'C:\Users
\administrator. CONTOSO\Desktop\nano.vhd' -MaxSize 8589934592 -SetupUl ('NanoServer.lIS") -ComputerName
‘nano’ -SetupCompleteCommand (‘tzutil.exe /s "Tokyo Standard Time™) -LogPath 'C:\Users

\administrator. CONTOSON\AppData'Local\Temp\NanoServerimageBuilder\Logsy2016-10-14 12-52'

If you're not already familiar with Mano Server, see Getting Started with Nano Server for full documentation.

< Previous

Next >

Cancel

Close

http://www.microsoft.com/en-us/download/details.aspx?id=54065
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Install-Module -Name DockerMsttProvider -Repository PSGallery —Force
Install-Package -Name docker -ProviderName DockerMsitProvider

Restart-Computer -Force

DockerMsftProvider FONAA—-DA VA=)l

Docker )\ =3I DAY A=)l

[ DockerDefault 'Y IRIITPETIAYAR=ILLETH ? ] (&
[AYAN=ILLETH ? JDIRYTT, Y &R LET,




Windows Server 127 F—D32AE)

Web B =/\-JVTF-D1E%

docker pull microsoft/windowsservercore AA=IDF Y0~k

docker run --name winc -it microsoft/windowsservercore powershell 1T F=DVERLEZEAT
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% - Install-windowsfeature web-server 87 7VD4 > X ~=/L v Al GE
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dcoker stop winc 1VTF-0OfF 1k

docker commit winc customimage — JAA A A—IDVERL

aocker rm winc 1T F-0Yk%
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Software and workloads used in performance tests may have been optimized for performance only on Intel® microprocessors.

Performance tests, such as SYSmark* and MobileMark*, are measured using specific computer systems, components, software, operations, and functions. Any change to any of those factors may

cause the results to vary. You should consult other information and performance tests to assist you in fully evaluating your contemplated purchases, including the performance of that product when
combined with other products. For more complete information, visit www.intel.com/performance.

1. Up to 1.5x more transactions per second comparing Intel® Server with two Intel® Xeon® processor E5-2697 v2 and 256GB Memory (source: Intel® Technical Report #27) to an Intel® Server with two
Intel® Xeon® processor E5-2699 v4 and 512GB Memory (Source: Intel® Technical Report #2372). Baseline configuration ran Microsoft SQL Server* 2012 EE, and Microsoft Windows Server* 2012 SE:
the upgraded configuration ran Microsoft SQL Server* 2016 RTM and Microsoft Windows Server* 2016 Technical Preview 5.
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Install-WindowsFeature -Name Storage-Replica —IncludeManagementTools SIS L UHDA YA R
Restart-Computer

lest-SKRTopology -SourceComputerName filesvOT -SourceVolumeName D. -Sourcel ogVolumeName E.
-DestinationComputerName filesv02 -DestinationVolumeName D: -DestinationLogVolurmeName E: ST IR
-DurationinMinutes 5 -ResultPath C:¥Temp LIUT=23YDT A

New-SRPartnership -SourceComputerName filesvO1 -SourceRGName RGOT -SourceVolumeName D:
-Sourcel ogVolumeName E. -DestinationComputerName filesv0Z -DestinationRGIName RGOZ -DestinationVolurmeName D:

-Destinationl ogVolumeName E. -LogSizelnBytes 8GB .
LT3V DERTE

Get-SRGroup LTVT—23 Y DIRBEDFR

Set-SkPartnership -NewSourceComputerName filesv02 -SourceRGName RGOZ LY =3y Db
-DestinationComputerName filesvO01 -DestinationRGName RGOT :




228215 QoS

« AT=IT ORI = N\=(TAEA SNz Hyper-V BN VD VHD J7
AT LT, /e K IOPS ZHEE I A E T 10 Z )i

c MUY=[CKB—TTEE

[T

/)N IOPS
=X IOPS

* e
. .
. G
. G
. .
. .
. .
. .
. .
. .
. .
. .
. M .
. .
. .
. .
. .

. .
. G
. .
. .

. .
. .
* e
. .

VHD 7711




EC)EEL QoS D ED!

$Session = New-CimSession -Credential contoso¥administrator -ComputerName HOSTO1

New-StorageQosPolicy -Name bronze -Minimumlops 50 QoS U —DIER
-Maximumlops 750 -Policy Type Aggregated -CimSession $Session

Get-VM -Name VMOT -ComputerName HOSTO1 | Get-VMHardDiskDrive |

Set-VIMHardDiskDrive -QoSPolicylD (Get-StorageQosPolicy Name Bronze -CimSession $Session).Policyld

QoS MUY—DENY LT
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0
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Intel SSD DC P3700 SAS 12Gbps  SATA 6Gbps

Results measured bfy Intel based on the follovvm “configurations. Tests document Berformance of components
configuration will a ect actual performance. on urahons Performance claims obtained from data sheet, seq
C Series 2TB, SAS Ultrastar® SSD1600 Intel SD DC S3700 Series SATA 6Gbps. Intel Core i7-377
Random performance is collected with 4 vvorkers each with 32 QD

on a particular test, in specifi
uential read/write at 128k blo
oK CPU @ 5OGHZ 8GB of s

ic systems. Differences in hardware, software, o
ck’size for NVMe and SATA, 64k for SAS. Intel SSD
system memory, Windows* Server 2012, [OMeter.




IOPs \OA=NYAYFUA (Hybrid NVMe+HDD )

Workloads: Exchange, SharePoint, Data Warehouse

Processor:

2x Intel® Xeon® processor E5-2650 v4 (30M Cache, 2.2GHz,
12 cores, 105W)

Storage:

Cache Tier: 2x 21B Intel® SSD DC P3700 Series

Capacity Tier: 8x 6TB 3.5" HDD Seagate* ST6000NM0024
Network:

1 x 10GbE dual-port Chelsio* 7520 adapter

1 x 10GbE Extreme Networks Summit* X670-48x switch

VMs:

24x Azure-like VMs per node (2x12Core CPU
=24cores=24\/Ms)

60GB OS VHD + 500 GB Data VHD per VM [53.76 TB
total space used from the shares]

Spill over: 4*98GB Diskspd files per VM

Cached in: 2*10GB Diskspd files per VM

IOPs

1,200,000

1,000,000

800,000

600,000

400,000

200,000

4K Random Reads |OPs

954,240

Not suitable for
growing working
set

176,613

Capcacity Optimzied
NVMe+HDD
24VMs

m All Cached
m Spill Over




|OPs )NIA—=NV AV

7 (All Flash NVMe+SATA)

Workloads: OLTP, VDI, 1aaS, Data Warehouse

Processor: -
2x Intel® Xeon® processor £E5-2695 v4 (45M Cache, 2.10GHz, AK Random Reads |OPs
18 cores, 120W)
Storage: 1,800,000
Cache Tier: 4x 2TB Intel® SSD DC P3700 Series (NVMe) 1,600,000 1,543,857
Capacity Tier: 20x 1.6TB Intel® SSD DC S3610 Series (SATA) 1,400,000 s
Network: 221,
1 x 10GbE dual-port Chelsio* T520 adapter o
1x 10 GbE Extreme Networks Summit* X670-48x switch g H000.000
— 800,000 m All Cached

VMS: 600,000 m Spill Over
36x Azure-like VMs per node (2x18Core CPU=36 cores = 400,000
36VMs)
60 GB OS VHD + 150 GB Data VHD per VM [30.24 TB total e
space used from the shares] 0 " o

. . . roughput Optimized
Spill over: 2*70GB Diskspd files per VM NVMe+SSD
Cached in: 1*7/0GB Diskspd files per VIM 36VMs




[OPs J\A=N YAV UA (Al NVMe)

Workloads: OLTP, VDI, 1aaS

Processor: Intel® Xeon® processor E5-2600 v4 Family - ~
DRAM: DDR4 - 16GBx24=384GB (Min): AK Random Reads |OPs
32GBx24=768GB (Max)

Cache Storage: Low-latency, high-endurance SSD, 2xPCle
Intel® SSD DC P3700: 800GB x2=1.6TB ) 500,000 2,434,052
Capacity Storage: Standard-endurance SSDs, ]
6-8x Intel® SSD DC P3520: 2TBx 8=12-16TB 2,000,000
NIC: 2x40GbE RDMA NIC

Switch: 40GbE switch

3,000,000

|OPs

1,500,000
m All Cached

1,000,000 m Spill Over

VMs:
Adx Azure-like VMs per node (2x22Core CPU=44 cores = 500,000
36VMs)
60 GB OS VHD + 150 GB Data VHD per VM [30.24 TB ’ OPs Optimized

total space used from the shares] All NVMe

Spill over: 2*70GB Diskspd files per VM Y 44VMs )
Cached in: 1*7/0GB Diskspd files per VIM

http://www.dataonstorage.com/news-release/51-dtaon-news/342-dataon-introduces-hyper-converged-clusterblock-
architecture-for-windows-server-2016-and-shatters-performance-record-with-24m-iops-on-intels-3d-nand-ssds-at-idf-
2016.html



http://www.dataonstorage.com/news-release/51-dtaon-news/342-dataon-introduces-hyper-converged-clusterblock-architecture-for-windows-server-2016-and-shatters-performance-record-with-24m-iops-on-intels-3d-nand-ssds-at-idf-2016.html

Features

Configuration Type

Value — Windows Server Software-
Defined
(Hybrid)

FE8) IOPs JNIA—NYAFTUA

Mainstream — Windows Server Mainstream — Windows Server
Software-Defined Software-Defined
(All-Flash, Compute Dense) (All-NVMe)

Hyper-converged

Focus Capacity Optimized Throughput/Capacity Optimized I/O Optimized

Workloads Exchange, Sharepoint, Data Warehouse OLTP, VDI, laaS, Data Warehouse OLTP, VDI, laaS

Platform 2U 1Node 2U 1Node or 2U 4Node 1U 1Node or 2U 1Node

CPU Intel® Xeon® processor E5-2650 v4 Intel Xeon processor E5-2695 v4 Intel Xeon processor E5-2699 v4
12 cores 18 cores 22 cores

Memory DDR4 -16GBx16=256GB DDR4 -16GBx24=384GB (Min); 32GBx24=768GB (Max)

Network Controller

2x10Gb NIC - RDMA optional

2x40Gb RDMA NIC (iWARP Preferred)

Network Switch 10 GbE switch 40 GbE switch

Storage Cache - ) Intel SSD DC P3700: 800GB Intel SSD DC P3700: 800GB
(5-10% of total capacity) el S5 DL =87l ar S8700r LOTE or 3D XPoint when avail. or 3D XPoint when avail.
Storage Media HDD 3.5™: 6TB+ SATA Intel® SSD DC S3610: 1.6TB Intel SSD DC P3520/DC P3500: 2TB
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System Center 2016 Virtual Machine Manager

« Windows Server 2016 @ SDN ##: 5 &

Virtual Machine Manager

v
AR _
xx@m; UhV-73VR0-5-
\4

815 : IR T 5
v

NN
[
= L _ =
—j— p—
74T A=) ) O—K)\S5 - sz

R8N AN =5

xxx xxx
XX xxx

P—hozA BT 24T




h—k ACL

« Hyper-V iK=hADT7 717 A% ACL TEFHE
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Windows Defender
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HGS DR EHR] O

HGS FXA VD&

Install-WindowsFeature -Name HostGuardianServiceRole -IncludeManagement]ools -Restart HGS &EIDAY AR

$adminPassword = ConvertTo-SecureString -AsPlainText Paf$word’ -Force HGS T—/\—0
Install-HgsServer -HgsDomainName ‘hgs.local’ -SafeModeAdministratorPassword $adminPassword -Restart AIAR=)|,

ScertificatePassword = ConvertTo-SecureString -AsPlainText 'Pa§$word’ -Force
$signingCert = New-SelfSignedCertificate -DnsName "signing.hgs.local" = & SFAREOIERR
Export-PixCertificate -Cert $signingCert -Password $certificatePassword -FilePath ‘C-¥signingCert ptx’

B 5L REBAE DIERK
SencryptionCert = New-5SelfSignedCertificate -DnsName "encryption.hgs.local”
Export-PixCertificate -Cert $encryptionCert -Password $certificatePassword -FilePath ‘C-¥encryptionCert ptx’

$HagsServiceName = "HGSService’
Initialize-HGSServer -HgsServiceName $HgsServiceName -SigningCertificatePath ‘C-¥signingCert ptx’ -
SigningCertificatePassword $certificatePassword -EncryptionCertificatePath 'C-¥encryptionCert pix’ -

EncryptionCertificatePassword $certificatePassword -TrustActiveDirectory -Force HGS 757~ DIFR
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Add-DnsServerConditionalForwarderZone -Name “hgs.local” -ReplicationScope “Forest” -MasterServers “192.168.7.50"

New-ADGroup -Name "HGS" -GroupCategory Security -GroupScope Global
Add-ADGroupMember -ldentity "HGS" -Members "HOSTO1§” [EHESNITRA DI~ TOIERLE Hyper-V KA FDIBAT

HGS FXAYDELTE

B A S E T AT I BN
Add-DnsServerConditionalForwarderZone -Name "contoso.com” -ReplicationScope "Forest” -MasterServers "192.7168.1.200"

netdom trust hgs.local /domain:contoso.com /userD:contoso¥administrator /passwordD:-Paf$word /add (ERBIRDRET

(AVYRTOYTH)
Add-HgsAttestationHostGroup -Name "HGS” -Identifier S-1-5-21-2219463165-834632096-704183863-1123
Get-HgsTrace -RunDiagnostics  3BHs0TF A~ EFIEBEAVT [ERESNITRANDT I ~T DE 5

Get-ADGroup "HGS" &
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HGS DR EHS 3

Hyper-V 1RA DR E

Install-WindowsFeature -Name HostGuardian Host Guardian Hyper-V k- k041 Rl

Set-HgsClientConfiguration -AttestationServerUrl “htto.//hgs.local/attestation’ -KeyProtectionServerUr!
htto.//hgs.local/keyprotection’

Get-HgsTrace -RunDiagnostics — IRIBDT Ak

Invoke-WebRequest 'htto.//hgs.local/keyprotection/service/metadata,/2014-07/metadata.xm!’ -OutFile c.¥quardian.xm/
Import-HgsGuardian -Path C:¥guardian.xm/ -Name Hosting —AllowUntrustedRoot

$Guardian = Get-HgsGuardian -Name Hosting

$Owner = New-HgsGuardian -Name Owner -GenerateCertificates

$KP = New-HgsKeyProtector -Owner $Owner -Guardian $Guardian -AllowUntrustedRoot T T 0
Set-VMKeyProtector -VMName $VMName -KeyProtector $KP.RawData
Set-VMSecurityPolicy -VIMName $VMName -Shielded $true
Fnable-VMTPM -VMName $VMName
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